Test Rig – Expose Secure Text

I’ve built this test rig to work with Service Now login page
But you may want to change your selectors to work with a different login page
REQUIRED
· Credentials set up for the target system in the WCM on the Robot machine
· The login page must have a password visualizer feature as shown below:
[image: ]
How to test:
1. Unzip project attached.
2. Open the Main.xaml and populate the mandatory attributes in the Invoke workflow activity as shown below:
[image: ]
3. If required, open the invoked workflow file and set the following attributes
4. Disable SimulateType feature
5. Increase the DelayBetweenKeys to a high enough value - the DelayBetweenKeys value must NOT be zero! 
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6. Run the Main.xaml
How password is revealed?

As the Robot is typing the SecureText into the password box, a human user can intervene, click on the password visualizer icon and keep the password exposed!
[bookmark: _GoBack]What makes this possible are the following 2 things in combination:
1. The password visualizer feature of web pages – if this isn’t there, then the password cannot be unmasked
2. The TypeSecureText activity has the DelayBetweenKeys feature that can be used to slow the Robot down when typing secure information – if this feature is removed from this activity, then the human user cannot intervene
3. The SimulateType feature can be disabled – this is less critical, and if the other two conditions don’t exist, then human users cannot intervene in the process to expose the password
Questions:
1. Why does the TypeSecureText activity need DelayBetweenKeys? 
2. Can we do without this feature to stop human interference?
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