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Data Center Challenges
Commercial data center environments consist of extremely large scale of physical devices, complex
networks, critical applications and data. Individual applications like Hadoop MapReduce, data warehouse
or Web 2.0 can involve thousands of servers. Utility clouds like Amazon EC2 or Google Apps can serve
more than 2 million businesses to run their own applications, each of which may have different workload
characteristics. These facts make data center management a difficult task, especially in systems where
malfunctions can lead to extensive losses in profit due to lack of responsiveness or availability. Some of the
common challenges are as following:

1- Real-time Monitoring & anomaly detection

2- Capacity (Power, Cooling, Space) Planning

3- Energy Usage & Costs

4- Network security & performance

5- Productivity Management

Out of all the above challenges, this use case will focus on real time monitoring & anomaly detection.



Anomaly Detection
An anomaly is an outlier in the data center servers’ resource consumption. The
solution computes the metrics on the difference between the expected normal and
the actual data movements and flags the unexpected deviations as the anomalies. It
also uses the probability to identify the given input as whether it’s an anomaly or
normal behavior.

The difference between output trend prediction and the current input trend can be
modeled using a probabilistic algorithm, which identifies the probability that the
input data from a given time series is an outlier. The outlier probability score
determines whether the given input multivariate time series data is an outlier.

This solution is developed using AWS services & UiPath Platform.



Solution Design
The solution is broken into 2 stages, first stage is to build a baseline model using the
historical data using sagemaker, the second stage is where we deploy this model to the
UiPath AI Center for real time monitoring & execution. Here are the key steps:

1- Gather disaster recovery data to simulate production volume into DynamoDB

2- Build a baseline model using Random Cut Forest (RCF) model in AWS Sagemaker

3- Deploy the model in UiPath AI Center as ML Skill.

4- Build a real time observer bot to consume the ML Skill and evaluate the incoming data
stream.

5- Notify the Admin appropriately using Amazon SQS \ Pinpoint.

6- Retrain the model at regular interval.



Stage 1: 
Build an 
RCF Model

Amazon SageMaker Random Cut Forest (RCF) is an 
unsupervised algorithm for detecting anomalous data 
points within a dataset. These are observations which 
diverge from otherwise well-structured or patterned 
data. Anomalies can manifest as unexpected spikes in 
time series data, breaks in periodicity, or unclassifiable 
data points.



Stage 2: 
Monitor & 
Execute

Once the model is deployed as ML skill, it can be directly used in the bot to 
review the incoming data stream from various sources from the hosted 
application like:

1- Cloudwatch

2- DynamoDB data stream

3- Kinesis data stream
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